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Objectives
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Discuss cybersecurity risks in online retail and e-commerce 
platforms

Explore how to protect the e-commerce ecosystem and build 
trust



The Online Retail/Hospitality Landscape  
& Threats to E-Commerce



Retail & HospitalityLandscape

Online sales rapidly accelerating, while in-store salesslow
– Black Friday/Cyber Monday online sales up 20% in 2019 from previous

year
– In store purchases fell 3% during sameperiod

(source: Reuters)

Mobile purchases also rapidly accelerating
– Mobiles sales will account for $47% ofe-commerce by end of 2020

(https://www.businessinsider.com/mobile-commerce-shopping-trends-stats)

Hospitality organizations (hotels) are rapidly embracing IoTand  
other connected technologies to improve guestexperiences.
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https://www.reuters.com/article/us-usa-holidayshopping-sales/black-friday-shoppers-stay-away-from-stores-make-7-billion-plus-splurge-online-idUSKBN1Y40NZ
https://www.businessinsider.com/mobile-commerce-shopping-trends-stats
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E-Commerce Under Threat

Malicious actors shift from using stolen creditcard data  
in stores at the checkout counter to using stolen credit  
card data for fraudulent onlineshopping.
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E-Commerce Under Threat

Retail fraud attempts have TRIPLED since 2017 and each $1 of  
fraud costs a retailer $3.13.

Source: LexisNexis® Risk Solutions 2019 True Cost of Fraud SM Study - Retail Edition
Available: https://risk.lexisnexis.com/insights-resources/research/2019-true-cost-of-fraud-study-e-commerce-retail-edition
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https://risk.lexisnexis.com/insights-resources/research/2019-true-cost-of-fraud-study-e-commerce-retail-edition


E-Commerce Fraud Scenarios

Data Breaches – when sensitive data is leaked from a secure  
location to an untrustedenvironment

Phishing or spoofing – when a scammer uses fake email, text  
messages, or copycat websites to steal your identity or personal  
information
Credit card fraud – when scammers obtain money or property
through the unauthorized use of a credit or debit card or card
number
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Protecting the E-Commerce Ecosystem 
and Building Trust



Protecting the E-CommerceEcosystem

Customer Online Shopping  
Platform

Retail Back  
Office
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Customer

Integrate Strong Authentication: biometric, fingerprint, facial recognition and One Time 
Password (OTP)

Verify the Identity of the Device Owner and Payment Information

Prevent Account Take Over (ATO) fraud 

Encrypt Data during Transmission and Storage

Malware, Man-in-the-Middle Attacks, and Overall App Health
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Online Shopping Platform

Secure the Platform Against Online Attacks:
– Conduct Regular Vulnerability Scans
– Implement Distributed Denial of Service (DDoS) Protections

Choose a Secure E-Commerce Platform (e.g. Magento, WooCommerce, 
Prestashop, etc.)

Don’t Store Sensitive Customer Data

Keep Your Website Updated

Perform Regular Backups
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Retail Back Office

Implement Robust Order and Inventory Management Systems

Prevent Fraudulent Returns and Exchanges

Deploy Advanced Fraud Management Tools

Automate Back-Office Processes

Secure Back-Office Systems
– Wi-Fi Networks
– Servers
– Laptops and Desktops

13



Questions?


